Abstract-Aiming at the existing problems such as high shard collision rate and so on of Smart algorithm in the data aggregation of the wireless sensor network, this paper puts forward the improved Smart data aggregation algorithm. The algorithm in this paper adds optimization factors from five aspects, and the addition of the various optimization factors makes the accuracy be improved, the communication traffic of the scheme also be effectively reduced at the same time, which indirectly prolongs the survival time of the network. The experimental results show that the improved algorithm of this paper can improve the accuracy and security of the data aggregation.
I. INTRODUCTION
The wireless sensor network is an important part of the Internet of things. The wireless sensor network is composed of a large number of sensor nodes, and the energy, computing, storage, and communication ability of each node are limited. The wireless sensor network has its corresponding application in many fields, and the environmental monitoring is one of them, it specifically includes perceived exercise, temperature testing, and humidity and so on. In order to save the energy and the communication bandwidth, and reduce the sending of the original data, the sensor nodes need to collaborative process the collected original data in the network, and data aggregation is one of the methods for processing within the network [1] [2] [3] . Due to the open nature of the wireless sensor network, the data are easy to be captured and intercepted in the process of data aggregation. If the attacker breaks the wireless link or captures the nodes in the network, the data in the network is exposed. The privacy protection technology of data aggregation in the wireless sensor network usually uses the methods such as encryption, or data perturbation and so on to protect the original data, under the condition of ensuring the correct result of data aggregation [4] [5] [6] [7] .
Wireless sensor network is an important part of the Internet of things. A wireless sensor network is a self-organized network which is composed of a large number of sensor nodes. These sensor nodes are placed in a variety of realistic environments, such as some environments which is difficult for the humans to visit, and they are used to collect the specified information, making it convenient for people to analyze and manage the information [8] [9] [10] . Wireless sensor network has its corresponding application in many fields, and environmental monitoring is one of them, which specifically includes the sensorimotor, the test of temperature, as well as the humidity and so on.
Security problem is one of the concerns of the data aggregation in the wireless sensor network, and the privacy-preserving data aggregation algorithm can be divided into the unencrypted and encrypted data aggregation algorithm. The early researches mostly focus on the unencrypted data aggregation algorithm, which realizes the hiding of the original data by using the modification operation of the data, but does not have an ideal privacy protection. And the scheme based on the encrypted privacy-preserving data aggregation can be divided into the end-to-end encryption and hop-by-hop encryption. The end-to-end encryption is to build the secure link between each node and the Base Station (BS) node, the private data of each node is encrypted before being sent upward, obtain the BS node of the encryption package and then use the keys negotiated with the nodes to extract the real data, so as to make the intermediate nodes to be transparent in the process of communication. However, the average end-to-end encryption is unable to implement the data aggregation, which makes the nodes near the BS have a too big energy loss due to the too frequent execution of the sending operation, thus the communication efficiency is relatively low. In order to solve this problem, the privacy-preserving scheme proposed by Castelluccia and others introduced the homomorphic encryption technology, which realizes the end-to-end aggregation encryption and makes the data can be directly aggregated without decrypting [11] . In the hop-by-hop encryption scheme, each node is decrypted after receiving the aggregated data packet, and aggregates with the original data, after the encryption the node aggregates upward, and the whole encryption and decryption process is based on some kind of key distribution scheme mentioned above. In terms of the hop-by-hop encryption, Yi y and others studied the data aggregation algorithm based on the hop-by-hop encryption. Due to the hop-by-hop encryption does through the intermediate decryption process during the aggregation, and compared with the end-to-end encryption the privacy protection of the hop-by-hop encryption is reduced [12] [13] . Although the end-to-end aggregation encryption is more efficient, Feng T M put forward some problems need to be solved in the process of the end-to-end aggregation encryption. In addition, Wang C and others proposed the aggregation algorithm that gives consideration to both intrusion detection and privacy protection [14] [15] [16] .
The PDA privacy-preserving data aggregation scheme proposed by He W B and others studies the additive aggregation function sum, which specifically includes two algorithms, the Cluster-based Private Data Aggregation (CPDA) and the Slice Mix Aggregate (SMART). The former is the data aggregation algorithm based on the clustering, and its calculated process is complex and has a large amount of calculation. The SMART algorithm is closely associated with this paper. The privacy protection of the scheme depends on the amount of the shards, usually the effect of privacy protection cab be achieved when there is 4 S  . The greater the value of J is, the better the privacy protection will be, but it will make the amount of the shards sent by each node increases, and the communication traffic will increase accordingly.
Bista R and others proposed a privacy-preserving scheme which is based on the plural algebraic expression. Perrig A and others studied the non-linear aggregation functions, such as max, min and so on, rather than the sum aggregation function, and put forward the privacy-preserving scheme under the corresponding situation. Because the SMART algorithm divides the sensory data into J pieces and then sends the shards, it causes the collision lost problem of the data, and eventually results in the decreasing of the accuracy of the data aggregation. Therefore, to make clear the relationship between the number of the shards with the collision rate and the aggregation accuracy has always been the problem researched and thought by people, and it is also the starting point of this paper.
Aiming at the problem of low accuracy of the SMART scheme, this paper adds multiple optimization factors in the original algorithm to produce a series of new algorithms, and compared with SMART these algorithms have a relatively great improvement in accuracy. At the same time, the communication traffic of the algorithm added in the local factor is relatively reduced, which indirectly prolongs the survival time of the network. In terms of privacy protection, it can be strengthened by using the methods of homomorphic encryption or hop-by-hop encryption. This paper will carry out the performance analysis of the algorithm added in the factors from four aspects, the privacy protection, the communication traffic, the receiving rate of shards and the accuracy.
This paper mainly has development and innovation works in the following aspects:
(1) The wireless sensor network is an important part of the Internet of things, and to add in the privacy protection mechanism at the same time of data aggregation is one of the means of the privacy protection and security of the wireless sensor network. Aiming at the existing problems such as high shard collision rate and so on of Smart algorithm in the data aggregation of the wireless sensor network, this paper puts forward the improved Smart data aggregation algorithm. The algorithm adds in multiple optimization factors to form the new privacy-preserving data aggregation algorithm of the sensor network. The key point of these algorithms is to improve the accuracy and security of the data aggregation, and the algorithm added in the local optimization factor forms a new privacy protection scheme at the same time of guaranteeing high accuracy, which effectively reduces the communication traffic, thus reduces the energy expenditure of the nodes and indirectly prolongs the survival time of network.
(2) In order to further validate the correctness and effectiveness of the improved Smart algorithm proposed in this paper, the simulation experiments in the aspects of privacy protection, communication traffic, receiving rate of shards, accuracy and so on are carried out. The simulations adopt the TOSSIM software under the TinyOS, and summary the comparisons between adding each factor with the Smart algorithm in terms of performance. The TAG algorithm does not have privacy protection, therefore, compared with PEPDA algorithm it obviously has certain advantages in the aspects of communication traffic, receiving rate of shards and so on.
II. MODEL OF WIRELESS SENSOR NETWORK
The sensor network is abstracted as a connected graph   , and
is the data collected by node i in t time. The typical integration functions are sum, average, max and so on. This paper only discusses the sum function, and it is marked as follows:
As shown in figure 1 , because other functions can be simplified as the sum function.
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The fusion node Define that the time needed for the whole data aggregation is Epoch Duration, and it can be divided into three time slices, the building, the complicity and the aggregation. The building time slice executes and establishes the aggregation tree operation. In the complicity time slice, each node divides and sends its own data, and in the aggregation time slice, each node carries out the data aggregation along the aggregation tree.
Like SMART algorithm, this paper uses the method of random key distribution to carry out the encryption and decryption of the data aggregation. The method includes the following three steps: 1) Produce a key pool with k keys, and randomly select k keys from the key pool.
2) Each node determines the neighbor nodes that with the same keys with itself by exchanging information. Two nodes with the same key marked as i k share a secure link.
3) For two neighbor nodes that do not have the same keys, a secure link formed by multiple hops link can be set up.
III. IMPROVED SMART ALGORITHM

A. Smart-L Algorithm
If the collision rate is stable, from the perspective of reducing the losses caused by the shard collision, the accuracy can be improved by using the method of restricting the size of the data. The algorithm added in the small data factor is shorthanded as SMART-L. The algorithm reduces the losses caused by collision within the complicity time slice to improve the accuracy.
Algorithm 1: the SMART-L algorithm.
1) The building preparation stage. Use the TAG algorithm to build the data aggregation tree, and each
randomly select a node set Si within h hops.
2) The data collaboration stage. Assume that the network is to collect the human body temperature, and the original data collected by each sensor node has certain upper and lower bound, which is respectively set to 35 and 43. Then the designed small data factor F= (upper bound-lower bound) /   3) The data aggregation stage. Each node uses the TAG algorithm to carry out the data aggregation.
Statement: (a) The adding of the factor will not cause the additional overhead. The difference between the SMART -l algorithm and SMART algorithm is mainly embodied in the calculation of the size of the shard, set the value of J to 3, and then the new algorithm is as follows: The adding of the small data factor can reduce the losses caused by collision. In SMART-L algorithm, if the shard is missing due to the collision, then the lost data range of the node for sending the shard is (0, 9), namely the maximum loss of data is 9. While in the original SMART scheme, the range of the original data is (37, 45), then the maximum loss of data is 45, which is more than five times than the new algorithm. The SMART -L algorithm will be able to reduce at most 6/7 of the loss of data of the SMART algorithm.
B. Smart-PN Algorithm
The algorithm added in the positive and negative factors is shorthanded as the SMART-PN (SMARTPositive and Negative). The algorithm also tries to reduce the losses caused by collision within the complicity time slice. Before the specific introduction of the SMART-PN algorithm, the data aggregation situations of the following kinds of shards are observed.
As shown in figure 2, each case takes three nodes as an example. Each node divides the private data into three pieces, and sends two pieces to the other nodes. Assume that the original data collected by each node is 10, all the shards are lost, the data in the direction of out-degree is the value of shard sent by the node, and the data in the direction of in-degree is the value of shard received by the node, then the situations are as follows: the overall value of the data aggregation is made up, and eventually the accuracy is improved.
It can be obtained by observing case3 that if the  negative shard | is greater than the  positive shard, then the precision may be distorted. The SMART-PN algorithm is given based on the above analysis.
Algorithm 2: the SMART-PN algorithm.
1) The building preparation stage. It is the same with the first step of the SMART-L algorithm.
2) The data collaboration stage. Each node randomly selects   ( 1) , 
3) The data aggregation stage. It is the same with the third step of the SMART-L algorithm.
C. Smart-CPN Algorithm
The algorithm added in the compensation factor is shorthanded as SMART-CPN (SMART-Compensation), and the algorithm is based on the SMART-PN algorithm. The SMART-CPN algorithm also hopes to reduce the losses caused by collision, but within the aggregation time slice it improves the accuracy by compensating the losses caused by collision.
Algorithm 3: the SMART-CPN algorithm.
2) The data collaboration stage. Each node randomly selects   1 s  target nodes from the node set Si, calculates to produce J-1 shards and sends them to the target nodes. The calculation method of shard of each node is the same with the SMART-PN algorithm. If each node receives the shard bag sent to it by other nodes within the data collaboration period, then it will input the source address of the shard bag to the "ACK sending table", that is to say, it uses the "ACK sending table" to record the source addresses of the shards received by the node.
3) The ACK sending stage. Each node sends the ACK data packet to the target node according to its own recorded "ACK sending table". When the stage is complete, each node can calculate the "shard sending loss rate" through the number of the received ACK data packets. If there is J-1 shards need to be sent, the number of the received ACK data packets is ackBack , and then the shard loss rate of the node is as follows:
4) The data aggregation stage. Each node intelligently carries out a certain amount of compensations during the data aggregation according to its own "shard sending loss rate", and the amount of compensations i w is as follows:
Di is the number of the original data collected by node i . That is to say, in the aggregation stage before carrying out the data aggregation with the father node, node i firstly adds the amount of compensations i w .
D. Smart-T Algorithm
The algorithm added in the random shard factor is shorthanded as SMART-T (SMART-Time slot randomized). The algorithm carries out the optimization of the algorithm from the perspective of reducing the collision rate.
It can be known from figure 3 that within the collaboration time slice of the SMART algorithm, each node almost sends the shard at the same time, the specific sending time is to send the shard 1 at the beginning of the collaboration time slice, and send the shard 2 at the half moment of the collaboration time slice, which leads to large collision probability and shard lost, so as to affect the aggregation result, and ultimately affect the accuracy. 
E. P-SMART Algorithm
The P-SMART algorithm added in the local factor is also to improve the accuracy from the perspective of reducing the collision rate, but it specifically reduces the collision rate through decreasing the communication traffic. It is noticed that in the SMART algorithm, node set Si is determined in the building time slice, and set i w for the number of nodes in the node set i w . When the number of the shards J is 3 and the number of the nodes is 60, there are will be 24 nodes whose value of i w is less than 2 in average. 2 i w shows that the node can not find two target nodes to transmit the according shard, namely the node will send the two shards to the same destination node. Theoretically, each node has two out-degree links, while in fact the two out-degree links point to the same destination node. The nodes that fail to satisfy the needs of 1 i wJ  are defined as the "shard 1878 JOURNAL OF NETWORKS, VOL. 9, NO. 7, JULY 2014 failure nodes". It can be known from figure 4 that when there is 11 J  , almost all the nodes are the shard failure nodes. The P-SMART algorithm is to make the shard failure nodes fail to carry out the data fragmentation, and be sent to the neighbor node as a whole data. 2) The data collaboration stage. Each node w in the node set w T randomly divides the data into J pieces, among which one piece stays in node w itself, and the residual 1 J  pieces randomly select 1 J  nodes from the set Sp, and they distributively share the encrypted keys and send the keys to the selected nodes.
IV. EXPERIMENTAL SIMULATIONS AND ANALYSIS
A. Experimental Environments and Settings
This section mainly evaluates the performance of the algorithm added in various kinds of optimization factors mentioned above from four aspects, the privacy protection, the communication traffic, the receiving rate of shard and the accuracy, and carries out the comparison analysis with the TAG algorithm and the SMART algorithm. The simulation uses the TOSSIM software under the TinyOS, and the specific environment configurations of the network are as follows: random distribution of 608 nodes in the area of 406 x 406, the background noise is -105DBM, and the Gaussian white noise is 4DB.
B. Results Analysis 1) Privacy Protection
In the SMART algorithm, the private data of each node is divided into J pieces, and the node sends J-1 shards to other nodes. Only when the listener obtains all the 1 J  out-degree links of the node and all the in-degree links can the listener grasps the node.
For a node, the probability of its collected data being cracked and stolen is recorded as P (q), among which q shows the probability of the links between the nodes being cracked, if there is y poverhear  , then there is a formula as follows:
Among which, max t represents the largest out-degree value in the network, and   deg p in ree k  is the f probability of the nodes with the in-degree of k . In addition to the P-SMART algorithm, the privacy protection of the SMART-l, SMART-PN, SMART -CPN and SMART-T algorithm is the same with the SMART algorithm, and it complies with the above formula (9) .
For the P-SMART algorithm, its privacy protection is from two aspects.
1) In the P-SMART algorithm, the nodes are divided into the node set w T and r F . The node set p T inherits the shard feature of the SMART algorithm, whose privacy protection complies with the above formula (9) . While for the node set Fr without division, its privacy protection is in accordance with the following equation:
Then for all the nodes, their privacy protections are between formula (9) and formula (10) .
2) In the node set Fr without division, the privacy protection of each node can be further enhanced through the end-to-end encryption of the homomorphic encryption, or just through the general hop-by-hop encryption. At the same time, the BS nodes have the possibility of involving in the fragmentation, but they may be unable to obtain the real data even if they know about the keys of the end-to-end encryption. Moreover, because the nodes in the node set p T involve in the fragmentation, while the data of the nodes in the node set Fr do not involve in the fragmentation, but the nodes in the node set Fr will also receive the shards sent from the nodes in the node set 1 Ns  , but due to the effects of the real network environments, the theoretical value can not be achieved. Compared with the SMART algorithm, the communication traffic of the P -SAMRT algorithm is decreased, but not obvious, and it is mainly due to the influence of J. Figure 5 (b) shows the changing curve of the communication traffic of the P-SAMRT algorithm, when the number of shards J is from 3 to 11. It can be found from the curve that the communication traffic increases firstly, then reduces, it achieves the peak when there is 6 s  , and is less than 1200 after there is 
3) Receiving Rate of Shard
The collision rate of shard is equal to 1-receiving rate of shard, and they have effects on each other. Thus, it is also very important to study the receiving rate of shard, and the receiving rate of shard is defined as follows: Figure 6 (a) shows the receiving rate of shard of SMART, SMART-T, P-SMART and TAG algorithm, when the amount of fragmentations J is 3 and the number of nodes N is 600. Because the SMART-L, SMART-PN and SMARTCPN algorithm carry out the optimization from the perspective of reducing the losses caused by collision, and these algorithms do not change the collision rate, so the receiving rates of shard of the above three kinds of algorithms are the same with that of SMART algorithm, which is shown in figure 6 (a) . Compared with the SMART algorithm, the receiving rate of shard of the SMART-T algorithm increases obviously, and the receiving rate of the TAG algorithm is the highest, which is mainly because the SMART-T algorithm has certain privacy protection, so as to sacrifice the accuracy of the receiving rate of some shards. The improvement of the receiving rate of shard of the P-SMART algorithm is not obvious, this is because when there is 4 s  , the value of r F is not large, and the corresponding reduction of shard is not obvious, thus the receiving rate of shard is not improved greatly. However, it can be known from figure 6 (b) that with the increasing of s , the receiving rate of shard improves significantly. 
4) Accuracy
Accuracy is the key optimization performance of the various factors in this paper. Due to the research of this paper is based on the sum function, and the accuracy is defined as follows: Figure 7 (a) is the contrast figure in the aspect of accuracy performance between the 5 kinds of algorithms added in all kinds of optimization factors and the SMART and TAG algorithm. It can be known from the figure that compared with the SMART algorithm, the accuracies of the SMART-L, SMART-PN, SMART-CPN and SMART-T algorithm all have a certain degree of improvement, and the accuracy of the SMART algorithm is basically the same with that of the P-SMART algorithm, which is about 0.45. When there is 4 s  , the P-SMART algorithm does not have obvious improvement in the aspect of accuracy, but as shown in figure 7 (b) , the P-SMART algorithm is very sensitive to the value of s , and with the increasing of J, the accuracy is significantly improved. When the value of s is 8, the accuracy curve tends to be gentle. For the P -SMART algorithm, its communication traffics are all bigger than that of the SMART algorithm when the value of J is from 4 to 6, but due to the value of r F is respectively 93, 216 and 359, the random distribution of the nodes without fragmentation whose numbers can not be ignored in the network reduces the probability of the collision between the data of the shards, which explains why the receiving rate of shard and the accuracy still maintains monotonically increased, under the situation that the communication traffic has a peak value when there is 7 s  .
5) Algorithm with Multiple Factors
Record that SMART-LPN is the algorithm combined by the small data and the positive and negative factors; SMART-CLPN, the algorithm combined by the small data, the positive and negative factors and the compensation factor; SMART-CLPNT, the algorithm combined by the small data, the positive and negative factors, the compensation factor and the random shard factor; P-SMART-CLPNT; the algorithm contains all of the five optimization factors. Figure 8 (a) shows the accuracy of each algorithm when adds the small data factor, the positive and negative factors, the compensation factor, and the compensation factor one by one, with the amount of fragmentations J is 3 and the number of nodes N is 608. Each accuracy curve has different degree of volatility, but it does not affect the change tendency of the curve. It can be known from the figure that with the increasing of the added factors, the accuracy of each algorithm improves step by step. The addition of the local factor makes the final accuracy of the P-SMART-CLPNT algorithm be further improved, which is shown in figure 8 (b) . When there is 8 s  , the precision curve of the algorithm tends to be gentle. And when there is 8 s  , the accuracy is 0.9231, the communication traffic of shard is 330, the receiving rate of shard is 0.9938, the privacy protection has the double security of the SMART scheme and the end-to-end aggregation encryption, and the total amount of the outside communication traffic is 330 (the communication traffic of shard) + 329 (the communication traffic of ACK) ≈ 660, which is far less than the communication traffic 1198 of the SMART algorithm when there is 4 s  , thus the energy cost of the node is effectively optimized. The comparisons between the algorithm added in each factor and the SMART algorithm is summarized from table 1 in terms of performance. Because the TAG algorithm does not have the privacy protection, therefore compared with the PEPDA algorithm the TAG algorithm has certain advantages in the aspects of the communication traffic, the receiving rate of shard and so on.
V. CONCLUSION
In this paper, the five aspects of the SMART algorithm are optimized, and the adding of the optimization factor makes the accuracy be improved. The optimization factors are added in from five aspects, and the addition of the various optimization factors makes the accuracy be improved, the communication traffic of the scheme also be effectively reduced at the same time, which indirectly prolongs the survival time of the network. And it is also a way to construct new algorithm by including multiple factors. The experimental results show that the improved algorithm in this paper can improve the accuracy and security of the data aggregation.
